
Prince Kumar Paswan 

Email: ctfprince@outlook.com 

Contact: +91 9852424058 

 
CAREER OBJECTIVE 
To work with an organization where I can get a chance to continuously enhance my technical skills and 
knowledge while securing a challenging position where I can effectively contribute my skills through 
dedication, honesty, and hard work and utilize my knowledge for Organizational & Personal growth. 

WORK EXPERIENCE  

➢ Currently Working With  Taction Software LLC, Noida 

   Taction Software LLC 

  From: OCT 2021- Till Date 

  Designation- DevOps Engineer  

ROLES AND RESPONSIBILITIES-  

• Managing IT infrastructure including cloud infrastructure on AWS, basic of GCP, and Microsoft Azure 

• IT projects, including designing and deploying new IT systems & services. 

• Working on AWS Services Like VPC, EC2, S3, EBS, EFS, SNS, Route53 etc. 

• Working on the Security Group, IAM, Cloud Watch, and Load Balancer. 

• Working on Linux, Commands related to network, Compression, System Info, File Permission, etc. 

• Managed EC2 instances, creating AMI, snapshots, changing instance type, Key Pairs, and creating 

new instances from AMI. 

• DevOps: Git CI/CD, BitBucket, bash scripting, Jenkins, Docker, Kubernetes. 

• Web services:- IIS, Varnish, Apache, and Nginx 

• OS: RedHat, Centos, Ubuntu, Debian, MacOS 

PROFESSIONAL SKILLS 

AWS Compute Services (EC2), AWS Storage Services (S3, EBS), AWS Monitor Services (CloudWatch), Fundamental 

Working knowledge of Linux and FTP & Apache server-Hands-On, Networking, Endpoint Security, etc, Auto Scaling, 

Load balancer.  

Cyber Security KEY SKILL 

Network & Systems Security, Phishing Attacks, Vulnerability Assessment, Malware Analysis, Email Tracking, 

Penetration Test Over LAN, WAN, and Web Applications, “OWASP TOP 10” 

PENETRATION TESTING KEY SKILLS 

• Worked with many tools for Footprinting, Different types of Scanning, and Network Reconnaissance 

(Nmap) finding the open ports and identifying services running. 

• VA/PT on Web Applications using tools like Qualys, Netsparker, ACUNETIX Web Vulnerability 

Scanner, and BurpSuit. 

• Worked with a web application for the vulnerabilities like SQL Injection (used some automated tools 

like SQLMAP, Havij1.4) and countermeasures. 

• Cross Site Scripting and Cross-Site Request Forgery Worked with Local File Inclusion, Remote file 

inclusion Man In Middle Attacks Parameter poisoning Worked with Sniffers like WIRESHARK  

 

CURRENT ADDRESS:- 

Ghaziabad, Noida 

mailto:ctfprince@outlook.com
https://github.com/adreamyboy
https://www.linkedin.com/in/adreamyboy


SOFTWARE PROFICIENCY 

• Operating system:  Windows 7/ 8 / 2000/ XP /10, Ubuntu, Kali-Linux, Centos, Parrot, Mac, os 

• Tools and packages: Burp Suite, NMAP, CI/CD Gobuster, Wireshark, Nginx, Apache2  

• Programming Language:  C and Java, DBMS, HTML, Python-Basics 

ACADEMIC PROFILE 

Master of Computer Applications [M.C.A]:     Pursuing 
Mangalayatan University, Aligarh (U.P) 

 

Bachelor’s in computer applications (BCA):     2017-2020  

Babasaheb Bhimrao Ambedkar Bihar University, Muzaffarpur  

Higher Secondary Certificate (HSC):     2015-2017  

Sri Laxmi Kishori High School  

Senior Secondary Certificate (SSC):          2015  

Sri Laxmi Kishori High School 

Additional Certificate 

TryHackme (Pre-Security Learning path):     View 

 

CompTIA Network+N10-007(Linkedin):    View 

 

Awards 

Best Employee Award, Taction Software Pvt. Ltd. 

Awarded April 2022 for exceeding targets, completing high-priority projects, and providing exceptional customer 

service. Positive impact on team morale and organizational efficiency. Link 

PERSONAL PROFILE 

Father’s name    :   Binod Kumar Paswan  

Date of Birth    :   22 March 1999  

Marital status    :   Unmarried  

Gender      :   Male  

Languages known    :   English and Hindi  

Permanent Address   :   Murliya Chak ward NO -04 PO-Chakmahila PS- SITAMARHI, 

       Sitamarhi, 843302, Bihar. 

DECLARATION 

I hereby declare that the above-mentioned information is correct up to my knowledge and I bear the responsibility 

for the correctness of the above-mentioned particulars. 

 

 

Date: -  

 

Place: - Noida                   Prince Kumar Paswan 
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https://www.linkedin.com/learning/certificates/125c1f72244051f674caec862240117e086e9b2e0f09c82fb3ebd6d873246a59
https://www.linkedin.com/posts/adreamyboy_systemabrsecurity-thankyou-developpementweb-activity-6927204816662192128-AgfS?utm_source=share&utm_medium=member_desktop

